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1 Introduction and Acknowledgments

An effort is made to strike a balance between rigor and readability in this
paper. At it’s essence, the paper is an application of the mathematics behind
each encryption scheme. As such, rigor can be expected in the mathematics
sections (Section 2) while practicality and intuitiveness is emphasized when
discussing encryption schemes (Sections 3-4). In some instances, the reader is
assumed to be familiar with common mathematical concepts (prime, coprime,
composite, etc.) while in other cases, definitions are clearly provided. Despite
the mathematics being heavy on proof-work, an abundance of examples are
given. To quote Joseph Gallian, whose book on Algebra served as a reference
at various points, “The best way to grasp the meat of a theorem is to see
what it says in specific cases”.

The divide of the paper is such that readers will be familiar with the
mathematical underpinnings of a system before reaching a description of
its scheme. This allows for more natural cross-referencing than if concepts
were only explained as they became relevant. In a similar vein, an effort
is made to clearly define any computer programming used in the examples.
The appendix at the end of the paper carefully explains any user-defined
functions (u.d.f.), and is written in R. When at all possible, coding techniques
are demonstrated in base R as opposed to any publicly available packages.
This is to both maximize the ease of replication and minimize the possibility
of version incompatibilities. No effort is made for elegance or speed in the
script; it is solely used for example. Annotations are abundant, making it
easier to follow for those without any background in coding.

In keeping with common parlance, three characters are used throughout
the study: Alice (who sends a secret message across a public channel), Bob
(the intended recipient of Alice’s message), and Eve (a nefarious individual
looking to intercept and decrypt Alice’s message). A basic assumption of
cryptography, called Shannon’s Maxim, is that Eve has full knowledge of
how Alice encrypts her message (the encryption scheme), but lacks a piece of
information that would allow her to crack it (some sort of private key, or the
ability to solve an open problem in maths). While this may or may not be
true in practice, it ensures that maximum care is taken to make cryptanalysis,
the process of deciphering ciphertext without a private key, difficult.
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To this end, the process of message encryption is just one piece of a
broader communication system. Claude Shannon, in his paper A Mathe-
matical Theory of Communication [1], notes five essential elements to any
communication system: an information source, a transmitter, a channel, a
receiver, and a destination. This paper is exclusively interested in digital
communications. For Alice to send Bob a digital message, she would first
compress the message (which is called the plaintext), then – and this is the fo-
cus of the paper—encrypt the compressed message into ciphertext (essentially
a code that would prove difficult to comprehend without knowledge of the en-
cryption scheme). For example, the message: “Jack, meet me in Abu Dhabi
on January 1st at 9:00 in the morning”, could be compressed to “Abu Dhabi
Jan1 9am”, which could then be encrypted “1,2,21,4,8,1,2,9,10,1,14,15”.

Before sending this ciphertext to Bob through a public channel (such as a
monitored e-mail), Alice would also protect the message. A good protection
process can be at least as effective as encryption in preventing Eve from
determining Alice’s message. For instance, if a room is “bugged” so that
any verbal communication is monitored, one can neutralize the ability of the
eavesdropper to determine a whispered secret by introducing various other
sources of sound (like turning on water faucets, cranking up the television
volume, and playing loud music). In digital communications, embedding a
string of ciphertext with random other strings is one technique to introduce
extraneous “noise”.

After protecting and transmitting the ciphertext, the plaintext message
is recovered by Bob by working in inverse order to the transmission pro-
cess—first he “corrects” the ciphertext, then he decrypts the message, and
finally he decompresses it to arrive back at the plaintext. The focus of this
paper will be on encryption, decryption, and cryptanalysis. To be concise,
−→c will often be used to denote the ciphertext of an encryption, −→p to denote
the plaintext of an encryption, and k to denote the key in a scheme.

When encrypting messages, numbers will be used in the place of letters in
the plaintext to make computation easier. The primary correspondence used
in the paper will have “A” correspond to “0”, “B” correspond to “1”, etc.
Of course, this is not the only type of alpha-numeric character conversion
possible. The Appendix shows the correspondence between binary, ASCII
code, and other common choices, which will be used as secondary conversion
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sources in this paper.

With the introduction out of the way, thanks are in order for the authors
of all the works that were consulted in forming this paper. Special thanks
goes to Professor Nathan Karst, who stimulated interest in the subject mat-
ter. The list of influential works include the following: Claude Shannon’s
A Mathematical Theory of Communication [1], Nathan Karst’s Cryptogra-
phy in Context [2], Lawrence Washington’s Elliptic Curves: Number The-
ory and Cryptography [3], Joseph Gallian’s Contemporary Abstract Algebra
[4], George Andrews’ Number Theory [5], Jean-Philippe Aumasson’s Serious
Cryptography [6], and various online sources.
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2 Mathematical Basis

2.1 Basic Number Theory

Theorem 1. Division Algorithm: For integer values a and b, with b 6= 0,
there exists unique integers q and r such that a = bq + r with 0 ≤ q < r.

Proof: Consider a set S = {a− bk|k ∈ Z, a− bk ≥ 0}. Call the smallest
member of this set r = a−bq. We know r < b since if r ≥ b, then r−b ≥ 0 and
we would see that r− b = (a− bq)− b = a− b (q + 1) ∈ S, which contradicts
the choice of r to be the smallest member of S as a − b (q + 1) < a − bq.
See that regardless of which integer values are chosen for a and b (so long as
b < 0), we have integer values of q and r with 0 ≤ r < b such that a = bq+ r
by rearrangement.

We now aim to show uniqueness. Imagine that q and r are not unique so
that there are integers r′ and q′ whereby a = bq′+r′. Then a = bq+r = bq′+r′

and b (q − q′) = r′ − r, so b divides (r′ − r). Since r′, r < b, it must be the
case that r′ − r = 0. The only remaining difference in the equation is q and
q′, so we know they are equal as well and have proved the uniqueness of r
and q.

Theorem 2. Bézout’s Identity: The greatest common denominator of
two integers a and b is the smallest positive integer that can be written in
the form as+ bt.

Proof: We will first consider a set S = {am + bn > 0|m,n ∈ Z}. Let
d = as+bt = min{S}. Since d and a are both integers, we know a = dq1 +r1
for some unique values of q1 and r1 where 0 ≤ r1 < d by Theorem 1. Likewise,
there are unique values of q2 and r2 with 0 ≤ r2 < d such that b = dq2 + r2.

If 0 < r1 < b, then we can write r1 = adq1, and substitute for d like
so: r1 = a − (as+ bt) q1. Distributing, r1 = a − asq1 − btq1, then grouping,
r1 = a (1− sq1) + b (−tq1). Notice then that r1 ∈ S and r1 = a (1− sq1) +
b (−tq1) < d = as+bt, which contradicts the construction of d as the smallest
member of S. So r1 = 0. The same argument can be repeated for b, so r2 = 0
as well.
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Since r1 = r2 = 0, we can write a = dq1 and b = dq2. So d is a shared
divisor of both a and b. We must now show that it is the largest shared
divisor of a and b.

Imagine there was a larger shared divisor, call it d′. Then we would be
able to write d′k = a and d′h = b for integer values of k and h. Then we
could write d = (d′k) s + (d′h) t = d′ (ks+ ht). Since d′ is a divisor of d, d
must be the largest shared divisor of a and b.

Corollary 2.1. g ∈ Zn is a unit (see Definition 8, Page 15) if and only if g
is coprime to n.

Proof: Assume gcd (g, n) = 1. Then by Bézout’s Identity, we can write
gs+nt = 1 for integer values of s and t. But since nt ≡ 0 (mod n), we have
gs = 1 (mod n), and can say g is a unit since s is the inverse of g.

Now assume gcd (g, n) = d > 1. Then there exists some l such that ld = g
and some m such that md = n. We see that mg = m(ld) = l(md) = mn ≡
0 (mod n), so can say that g is a zero divisor.

Theorem 3. Fundamental Theorem of Arithmetic: Every integer greater
than 1 is either a prime or a unique product of primes (down to order).

Lemma 3.1. Euclid’s Lemma: If a prime p divides ab, then p | a or p | b.

Proof: Let p | ab and p - a. By Theorem 2, we know there exists integers s
and t such that as+ pt = 1, so bas+ bpt = b. But p | ab, so there exists a k
whereby bas = kp and we can write kp+ bpt = p(k+ pt) = b and have shown
that p | b.

Proof: Let S be the set of integers greater than 1 that are primes or
products of primes. Assume that S contains all integers between 2 and some
integer n. If we can show n ∈ S then we will have proved the existence
portion of the theorem by induction. Either n is a prime, in which case it is
in S, or it can be written in the form n = ab for integers a, b < n. But we
have assumed that integers less than n are in S, so since a and b are either
primes themselves or products of primes, n = ab is also a product of primes.
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To show uniqueness, assume k = p1p2 . . . pn = q1q2 . . . qm is a product of
two different sets of primes. Since p1 | q1q2 . . . qm, we can apply Lemma 3.1
to say that p1 | q1 (order is irrelevant). Since every p and q is prime, it must
be the case that p1 = q1. This process repeats until equality is shown.
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2.2 Groups

Definition 1. A group G is a set with a closed, binary, and associative
operation whose member elements all have inverses.

Definition 2. The order of an element g in a group G with identity e,
denoted |g|, is the smallest power n of g such that gn = e. The order of a
group G, denoted |G|, is it’s cardinality.

Definition 3. A subgroup H ≤ G is a subset of G that forms a group
under the operation of G.

Definition 4. A cyclic group 〈g〉 is a group formed by taking successive
powers of the group’s generator g; 〈g〉 = {gn|n ∈ Z}.

Definition 5. The left Coset of H in G, for H ≤ G, is the set aH =
{ah| (a ∈ G) ∧ (h ∈ H)}. Analogous definitions hold for the right coset
(groups need not be commutative).

Theorem 4. LaGrange’s Theorem: If H is a subgroup of some finite
group G, then the order of H divides the order of G

Proof: Let G = a1H ∪ · · · ∪ anH be the union of distinct left cosets of
H ≤ G. Consider the intersection of two arbitrary left cosets, say aiH∩ajH,
and suppose g ∈ aiH ∩ ajH. Then by the definition of cosets, there exists
some h1, h2 ∈ H such that g = aih1 = ajh2. We can write ai = (ajh2)h

−1
1

and consequently aiH = aj
(
h2h

−1
1

)
H. By the closure of groups, h2h

−1
1 ,

call it h, is an element of H. Now see that H = hH since any generic
x ∈ H is also in hH (h−1x ∈ H and x = (hh−1)x = h (h−1x) ∈ hH).
The fact that any generic element of hH is in H follows from the definition
of cosets. So we know that aiH = aj

(
h2h

−1
1

)
H = ajH, and thus that

G = a1H ∪ · · · ∪ anH is a disjoint union (since the cosets are distinct). Then
|G| = |a1H| + · · · + |anH|, and since the order of any coset is equal to the
order of the subgroup, |G| = n|H|.

Corollary 4.1. The order of every element in a group divides the order of
the group.
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Proof: Let g be an element of a group G. Then by the definition of cyclic
groups, |g| = |〈g〉|, and any cyclic group generated by an element in G is a
subgroup of G. Note that when G = Zn, this is equivalent to the statement
that for any g ∈ Zn, |g| | ϕ(n) since g ∈ U(n) and U(n) is a subgroup of G
with order ϕ(n) by definition.

Corollary 4.2. Euler’s Theorem: If G is a finite group with identity e,
then for any element g ∈ G, g|G| = e.

Proof: From Corollary 4.1, we know there exists some d such that d|g| = |G|.
Then g|G| = gd|g| = ed = e Note that when G = Zn, this is equivalent to
saying that if g and n are coprime, then gn ≡ 1 (mod n) since g ∈ U(n) and
U(n) is a subgroup of G with order ϕ(n) by definition.

Corollary 4.3. Every group of prime order is cyclic.

Proof: Let G be a group of prime order p with identity e. Consider an
element g ∈ G, g 6= e. Then since n|〈a〉| = |G| for some n ∈ N from
LaGrange’s Theorem, it must be the case that n = 1 and |〈a〉| = |G| since
the only divisors of |G| are 1 (and g 6= e) and itself.

Example 1. The integers form an Abelian Group under addition. The
inverse of any integer a is simply −a. The identity is clearly 0, and the
associativity and commutativity of addition are properties of the operation.

Example 2. The set of odd natural numbers is not a Group under addition.
The set is not closed and has no identity.

Example 3. The relative position of a piece of paper forms a group with the
operations of 90-degree rotation and a flip. The group is clearly closed and
associative. In contrast to Example 1, notice that this group is finite, and
non-Abelian (rotating and then flipping the paper is not the same as flipping
and then rotating).

Example 4. Let L ⊆ K be a field (see Definition 14, Page 15). Then the set
E (L) = {O}∪{(x, y) ∈ L×L : y2+a1xy+a3y = x3+a2x

2+a4x+a6} forms an
Abelian Group under the operation defined below (in certain circumstances).
The equation y2+a1xy+a3y = x3+a2x

2+a4x+a6 is said to be the generalized
Weierstrass form of an elliptic curve.

10



This set relies on the idea of projective space. Let A = {(x, y) ∈
K × K} be the affine plane of some field K and let the equivalence rela-
tion (x1, y1, z1) ∼ (x2, y2, z2) exist in the projective space P 2

k if there is a
nonzero element λ ∈ K such that (x1, y1, z1) = (λx2, λy2, λz2). Then two
triples are equivalent if they lie on the same line, so we write the equivalence
class of (x, y, z) as (x : y : z). If z is nonzero, then we can write

(
x
z

: y
z

: 1
)
,

which encompasses the finite points of the affine plane

We would like to avoid cases where representation matters in the equiva-
lence class (for an arbitrary polynomial of three variables, it can be the case
that (x1, y1, z1) ∼ (x2, y2, z2) and yet f (x1, y1, z1) 6= f (x2, y2, z2)). To do so,
we extend the equation to make it homogeneous about a given degree (in the
case degree 3).

Let y = mx + b and y = mx + c be two distinct parallel lines in P 2
K .

These lines take the homogeneous form y = mx + bz and y = mx + cz
respectively. Since the lines are distinct, b 6= c and we see that z = 0 since
mx+bz = mx+cz. Since z = 0, we also see y = mx. Then the intersection of
the lines is (x : mx : 0) = (1 : m : 0). This can be thought of as the ”point at
infinity” (which we choose to denote O), and helps illuminate the objective
of projective space– to make it possible for every line to intersect at exactly
one point. For the problem at hand, every vertical line intersects the elliptic
curve at O.

We would like to simplify the generalized Weierstrass form. If the field
does not have characteristic 2 (see Definition 15, Page 15), we can make the
substitution y = y1 − a1x

2
− a3

2
. On the left side we see

y2 + a1xy + a3y =[
y21 − a3y1 − a1xy1 +

a21
4
x2 +

a1a3
2
x+

a23
4

]
+ a1x

[
y1 −

a1x

2
− a3

2

]
+ a3

[
y1 −

a1x

2
− a3

2

]
=

y21 −
a21
4
x2 − a1a3

2
x− a23

4

Proceeding by regrouping the generalized Weierstrass equation and then
relabeling variables, we have
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y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6

y21 −
a21
4
x2 − a1a3

2
x− a23

4
= x3 + a2x

2 + a4x+ a6

y21 = x3 +

(
a2 +

a21
4

)
x2 +

(a1a3
2

)
x+

(
a6 +

a23
4

)
y21 = x3 + Ax2 +Bx+ C

If the field also does not have characteristic 3, we can make the substitu-
tion x1 = x− A

3
. We see

y21 =

[
x− A

3

]3
+ A

[
x− A

3

]2
+B

[
x− A

3

]
+ C

y21 =

(
x3 − Ax2 +

A2

3
x− A3

27

)
+

(
Ax2 − 2A2

3
x+

A3

9

)
+

(
Bx− AB

3

)
+ C

y21 = x3 −
(

2A2

3
+B

)
x+

(
2A2

27
− AB

3
+ C

)
y21 = x31 + ax1 + b

by relabeling. This is the form of the Weierstrass Equation which will be
assumed for the rest of the paper.

Let E be an elliptic curve with identity O over the field of real numbers.
Then for points P = (x1, y1) and Q = (x2, y2) on the curve, we have the
following addition law for R = P +Q:

R =



O (P ∨Q) = O
O (x1 = x2) ∧ (y1 6= y2)

O (P = Q) ∧ (y1 = 0)

(x32 , y32) (P = Q) ∧ (y1 6= 0)

(x31 , y31) x1 6= x2

(2.1)

Cases 1-3: Cases 1 and 2 follow from the way O is defined geometrically.
Case 3 follows from a special case of Case 4.
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Case 5: When x1 6= x2, let a secant line L extend from P with equation
y = m (x− x1)+y1 (where m = y2−y1

x2−x1
). This line intercepts the elliptic curve

E : y2 = x3 + ax+ b at

[m (x− x1) + y1]
2 = x3 + ax+ b

0 = x3 +
(
−m2

)
x2 +

(
a+ 2m2x1 − 2my1

)
x+

(
b+ 2mx1y1 −m2x21 − y21

)
For a generic cubic polynomial with roots r, s, t, we have

0 = (x− r) (x− s) (x− t) = x3 − (r + s+ t)x2 + (st+ rt+ rs)x− rst

Then r + s + t is the negative coefficient of the square term in the cubic.
Applying this the problem at hand, we already have two roots, namely x1 and
x2, so can solve for the third root as x1+x2+x31 = m2 or x31 = m2−x1−x2.
The y coordinate is of course y31 = m(x31−x1)+y1. Reflecting this coordinate
across the x-axis, we see the point R = (m2 − x1 − x2,m(x1 − x31)− y1).

Graphically, this is illustrated with the example in Figure 2.1 below.

Figure 2.1: Group Law on the curve y2 = x3 − 2x+ 3
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Case 4: In the case where P = Q, we obtain the slope through a tangent
line rather than a secant line. We see 2y dy = 3x2 dx+a through implicit
differentiation, so the tangent line’s slope is m = dx

dy
= 3x2+a

2y
(this explains

Case 3). The equation of L is then y = m (x− x1) + y1. In Case 4, we had
two distinct roots; here we have a double root. Then x1 +x1 +x32 = m2 and
so x32 = m2 − 2x1 and y3 = m(x− x32) + y1.

Graphically, this is illustrated with the example in Figure 2.2 below.

Figure 2.2: Group Law on the curve y2 = x3 − 4x+ 2
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2.3 Rings and Fields

Definition 6. A ring R is a set with two closed, binary, and associative op-
erations (henceforth addition and multiplication), whereby addition is com-
mutative, multiplication is left and right distributive, and each element r ∈ R
has an additive inverse.

Definition 7. The unity of a commutative ring R is an element e that acts
as the multiplicative identity. A ring need not have unity.

Definition 8. A unit is an element a in a ring R with unity e that has a
multiplicative inverse (i.e. there exists a a−1 such that aa−1 = e)).

Definition 9. A zero divisor is an element a in a commutative ring with
additive identity e if there exists some b ∈ R such that ab = e.

Definition 10. An integral domain R is a commutative ring with unity
and no zero divisors.

Definition 11. The totient ϕ(n) of a commutative ring R with order n is
the number of units in R.

Definition 12. The orbit of an element a in a ring R is all the unique
powers of a in R.

Definition 13. A primitive element of a ring R is an element a whose orbit
is equal to the units of R

Definition 14. A Field is a set F with two closed binary, associative, and
commutative operations, one of which distributes over the other, provided
each member element of F has an inverse element (for each operation).

Definition 15. The characteristic of a field is the smallest integer number
of times the field’s multiplicative identity must be added obtain the field’s ad-
ditive identity. When no such integer exists, the field characteristic, denoted
Char(F ), is 0.

Theorem 5. Every ring element is uniquely a unit or a zero divisor.
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Proof: Let R be a commutative ring with unity e and additive identity e′.
We first prove uniqueness. Assume that some element r ∈ R is both a unit
and a zero divisor. Then by definition, there exists some elements r−1, s ∈ R
with s 6= e′ such that rr−1 = e and sr = e′. Then srr−1 = s, but this implies
that e′r = e′ = s, a contradiction.

We now prove existence. Assume that r 6= e′ is not a unit. Then for any
element x ∈ R, rxi 6= e. But since there are finitely many, say n, elements
of R, and the set of products excludes e, the set has at most n − 1 distinct
members. In other words, two of the products must be equal: rxi = rxj with
xi − xj 6= e′. Then r (xi − xj) = e′, which implies r = e′, a contradiction.

Example 5. The integers modn form a ring under modular multiplication
and addition. This example has particular relevance for the proceeding sec-
tions when n = 26.

In mod 26, the unity is 1, and the set of units is {1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 24, 25}
(so the totient is 12). The set {7, 11, 15, 19} is all of the primitive elements
in mod26. The orbit of one such primitive, say 7, yields all of the units in
the ring: 71 = 7, 72 = 49 ≡ 23, 73 ≡ 5, 74 ≡ 9, 75 ≡ 11, 76 ≡ 25, etc. Notice
that successive powers of ring elements seemingly behave at random.

Example 6. The integers do not form a field. The additive identity of the
ring is 0, and multiplicative identity is 1. But for any non-trivial element in
the ring, there is no multiplicative inverse.

Example 7. The set M2 (Z) = {
[
r1c1 r1c2
r2c1 r2c2

]
: ricj ∈ Z} is a (noncommuta-

tive) ring with unity

[
1 0
0 1

]
.
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2.4 Motivating Problems

In contrast to the previous subsections, which relied of axiomatic proofs
to lay the foundation for some cryptosystems, this subsection details the un-
solved problems in mathematics which, if broken, would impact the security
of many cryptosystems. No proof or disproof yet exists.

Definition 16. The Discrete-Logarithm Problem: Given integers x, y ∈ Zn,
there is no known efficient (polynomial-time) algorithm to find z such that
xz ≡ y mod n (for large x and y). The behavior of the orbit in Example 5
suggests why this is the case. This problem can also be extended to elliptic
curves. Given points p and q on the curve E, it is difficult to determine n
such that np = q

Definition 17. The Integer Factorization Problem: Given a large integer
n = pq, where p and q are prime, it is difficult to factor n.

When n = pq, for large p and q, it is difficult to compute ϕ(n) without
knowledge of p and q. When p and q are known, ϕ(n) = (p− 1)(q − 1). See
that an element a ∈ Zpq is a zero divisor if and only if a | p or b | p. There are
(p−1) multiples of q less than pq. Likewise there are (q−1) multiples of p less
than pq. By Theorem 5, every element in Zpq is either a unit or a zero divisor.
So the number of units in Zpq is pq − (p− 1)− (q − 1)− 1 = (p− 1)(q − 1)
(making sure to subtract 1 for the zero element).

Definition 18. RSA Problem: Given integers y, z ∈ Zn, there is no known
efficient (polynomial-time) algorithm to find x such that xz ≡ y mod n.
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3 Common Encryption Schemes

3.1 Symmetric Key Cryptography

3.1.1 Transposition Ciphers

Transposition Ciphers are encryption schemes that simply rearrange the
order of the plaintext vector to create the ciphertext. Perhaps the simplest
type of transposition is a scytales-type system. In this scheme, Alice writes
out her message in horizontal rows, and transmits the ciphertext as the ver-
tical columns. For instance, the message, “Van Winkle A One Zero One
At Nine a.m.” could be written out ”VIEEOAN ANAZOTE NKOENNA
WLNREIM” where each space indicates a new row.

Since the matrix must be filled to completion, “padding” (if needed) is
added at the end of the last row. This type of encryption naturally lends
itself to matrix manipulation. The coding could look something like Figure
3.1.

Figure 3.1: Encryption of Transpose Scheme

To decrypt this message, Bob would invert the encryption process by
listing the ciphertext by column and reading it off by row. The number of
elements in each column is the number of rows, which is the private key to
this scheme. An example script is shown in Figure 3.2.
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Figure 3.2: Decryption of Transpose Scheme

Transposition ciphers are relatively easy to crack. If one knows the scheme
and the ciphertext, they can likely guess the key with a pen and paper. Since
the key is a divisor of the length of the ciphertext, the key space—that is the
number of possible keys– is small. For instance, ciphertext in the example
has 28 elements. There are only 4 non-trivial divisors of 28, namely 2, 4, 7,
and 14. Even without the assistance of a computer, trying out every possible
key, called a brute-force attack, is not time consuming. Figure 3.3 sketches
a way to automate this process.

Figure 3.3: Cryptanalysis of Transpose Scheme
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3.1.2 Affine Ciphers

In an affine scheme, Alice uses a pair of private keys to generate the
ciphertext. We have shown that the set of integers modn form a ring under
modular multiplication and addition (Example 5, pg. 16). An affine scheme
takes advantage of this fact for n = 26. Let k1 and k2 represent the two
private keys. Then an affine scheme writes the ciphertext as c ≡ (k1 · p+ k2)
mod 26. Figure 3.4 shows one example of an affine encryption.

Figure 3.4: Encryption of Affine Scheme

The first key must be a unit to ensure that the encryption is injective;
if a non-unit is chosen, then different members of the plaintext could map
to the same element in the ciphertext. Since every ring element is uniquely
a unit or a zero divisor (Theorem 5, pg. 15), this condition is equivalent to
restricting the first key to the elements in Z26 that aren’t zero-divisors.

Figure 3.5: Decryption of Affine Scheme
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While the key space has expanded substantially from the transposition
cipher, it is still relatively small. Since there are 12 units in Z26, an attacker
has 12 choices for the first private key, and an additional 26 choices for the
second key. This implies there are a total of 12×26=312 possible keys to try
in a brute force attack. The below script gives an example of a function that
automates this process.

Figure 3.6: Cryptanalysis of Affine Scheme
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3.1.3 Polyalphabetic Ciphers

In contrast to transposition and affine ciphers, which have private keys of
a fixed length, polyalphabetic ciphers have a variable key length. The key is
repeated to be the length of the plaintext, and then summed to the plaintext
character by character to arrive at the ciphertext.

This scheme has a couple of nice advantages over the affine cipher. For
one, the key space is much larger. Additionally, the same character in the
ciphertext can map to different characters in the plaintext. For example, a
plaintext message of “itsfar” and a private key of “key” yields a ciphertext
of “sxqpep”. Notice how the same value “p” in the ciphertext maps back
to different values “f” and “r” in the plaintext. This property could have
occurred in the affine cipher if the unit condition was relaxed, but doing
so would lead to an ambiguous plaintext after decryption. Polyalphabetic
schemes are non-injective functions with defined inverses. Figure 3.7 sketches
an example of a polyalphabetic scheme.

Figure 3.7: Encryption of Polyalphabetic Scheme
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The effort to brute-force a polyalphabetic cipher is considerably more
difficult than either a transpose or affine encryption. For example, to test
every key up to 8-characters, Eve would need to test all of the 268 + 267 +
266 + · · · + 26 = 217, 180, 147, 158 possibilities to be sure she arrived at the
correct plaintext. Expanding the key space to include capitalization (an extra
26 keys), digits (an extra 10 keys), and special characters (about an extra
30 keys) makes the brute-force attack even less feasible. Eve would need to
compute

∑8
n=1 92n ≈ 5× 1015 distinct keys, which is more than the number

of seconds in 100 million years. Figure 3.8 sketches a decryption function.

Figure 3.8: Decryption of Polyalphabetic Scheme
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3.2 Aymmetric Key Cryptography

3.2.1 Hashing Algorithms

A hashing function is one that takes an argument of any size and returns
a string of a fixed size. An important property of a hash function is that it is
one-way (i.e. difficult to invert). Additionally, it should be collusion resistant
(since the output of the function is of fixed size, the function is surely not
injective). A collusion occurs when the same outputs of the hash function,
called digests, occurs for different inputs.

Figure 3.9: An Example of the SHA-256 Algorithm

Hashing algorithms are perhaps best known today for the role they play in
blockchain, the technology that allows cryptocurrency to behave as expected.
When a person exchanges currency such as USD for a cryptocurrency like
bitcoin [7] (which is an exchange that takes place completely outside the
inner workings of the cryptocurrency), they can be confident that the record
of their transactions is accurate thanks to hashing algorithms.

The basics of the process are as follows. First, ordered transactions are
arraigned on a public ledger, called a block, complete with the individual’s
digital signature (see page 27) corresponding to the unique transaction. Next,
a ”miner” performs the computationally difficult task of guessing and check-
ing the random hash value needed to be appended to the rest of the block
that makes the first n digits of the digest zero (called the ”proof of work”).
See that the probability of randomly selecting say n zeros in a row is 1

2n
.

Each hash value is then ”chained” to the next block as its header, which
makes it difficult for nefarious individuals or groups to alter transactions on
the block (if you change a transaction on one block, it changes the proof of
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work for the block, which changes the proof of work for the next block, which
changes the proof of work for the third block, etc.) By only accepting the
blocks with the longest chain as the public ledger, individuals can be fairly
certain that the transactions which are recorded actually happened.
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3.2.2 Diffie-Hellman Key Exchange

The encryption schemes shown so far have relied on a private key shared
by Alice and Bob. Practically, this may prove difficult-—after all, if Alice
and Bob could easily exchange keys, why couldn’t they have also exchanged
messages? Diffie-Hellman is different from any of the schemes shown so far
because it allows Alice and Bob to arrive at a shared secret by transmitting
information publicly. This shared secret can then be used in an encryption
process. Figure 3.10 outlines how this exchange could take place.

Figure 3.10: Diffie-Hellman

First, Alice and Bob publish a large prime p and a primitive element
g ∈ Zp (Definition 13, pg. 15). They also each generate private keys a, b ∈
Zp without the other’s knowledge. To begin the key exchange, Alice sends
Bob A ≡ ga mod p. Despite having knowledge of A, g, and p, Eve cannot
easily determine a under the assumption of the Discrete Logarithm Problem
(Definition 16, pg. 17). Bob computes the shared secret as s ≡ Ab ≡ (ga)b ≡
gab mod p. Alice arrives at the same secret after Bob sends her B ≡ gb

mod p; she computes s ≡ Ba ≡ (gb)a ≡ gab mod p.
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3.2.3 ElGamal Digital Signature

When Alice wants to both encrypt her message and sign it (so as to
convince Bob that the message was not tampered with by an adversary), she
can ”sign” the message in the same way that a physical signature on a check
confirms that the account holder was the one who filled out the check.

To do so, Alice and Bob agree on a large prime p as well as a primitive
element g ∈ Zp. As her private key, Alice selects a random element a ∈ Zp, as
well as a random unit k ∈ Zp−1. Before transmitting her encrypted message,
Alice obtains the digest of her plaintext, h, using an agreed upon hashing
algorithm. An example script is shown in Figure 3.11.

Figure 3.11: Generating Public and Private Information

Next, Alice publishes her public key A ≡ ga (mod p) and computes r ≡
gk (mod p). She sends her encrypted message c, along with her ”signature”,
s ≡ (h− ar) k−1 (mod p− 1). An example script is shown in Figure 3.12.
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Figure 3.12: Sending Message and Signature

Upon receiving the message, Bob can verify that Alice was actually the
sender by first obtaining the message m and digest h = H(m). He then
verifies that gh ≡ rsAr (mod p). An example of this process is shown in
Figure 3.13.

This verification works since Alice’s signature s ≡ (h− ar) k−1 (mod p−1)
can be rewritten as h ≡ sk + ar (mod p − 1) and then h rewritten as h =
l (p− 1) + sk + ar.

With help from Euler’s Theorem (Corollary 4.2, pg. 10) in Equation 3.3
we see the verification:

gh (mod p) = gl(p−1)+sk+ar (mod p) (3.1)

= gl(p−1)gsk + gar (3.2)

= (1)
(
gk
)s

(ga)r (3.3)

= rsAr (mod p) (3.4)
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Figure 3.13: Verifying Digital Signature
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3.2.4 RSA Encryption

In RSA protocol, Bob chooses two random large primes, p and q, and
keeps them as his private keys. He computes n = pq and chooses a random
unit e ∈ Zϕ(n) before publishing the pair (n, e) as his public keys. Alice then
uses Bob’s public keys to encrypt her plaintext message m as c = me (mod n).
A short example of this process is shown in Figure 3.14 below.

Figure 3.14: Encryption in RSA

Upon receiving the encrypted message, Bob can use his private keys to
recover the original message. He has p and q, so can compute ϕ(n) = (p −
1)(q − 1) and consequently e−1 (without knowledge of p or q, there is no
efficient way to compute ϕ(n), see Example 17, pg. 17).

Finally, he computes ce
−1 ≡ (me)e

−1
. Since e and e−1 are inverses

mod ϕ(n), we can write ee−1 = 1 + kϕ(n) for some integer k. Then we

have ce
−1 ≡ m(1+kϕ(n)) = m ·

(
mϕ(n)

)k
, and by Euler’s Theorem (Corollary

4.2, pg. 10), m · (1)k = m. An example of this decryption process is shown
in Figure 3.15.

30



Figure 3.15: Decryption in RSA

Despite having three of the four terms in the equation, a third party can-
not easily determine the original message (this is the RSA problem discussed
in Definition 18, pg. 17).
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3.2.5 Elliptic Curve Digital Signature Algorithm

The Weierstrass form of an elliptic curve comes in the form y2 = x3 +
ax + b. Examples of such curves are shown below in Figures 3.16 and 3.17.
Notice each mapping is symmetric about the x-axis.

Figure 3.16: y2 = x3 − 2x+ 3 Figure 3.17: y2 = x3 − 4x+ 2

We have shown in Example 4 that elliptic curves form a group when
defined over a field. The identity of this group is denoted O and can be
thought of as the point at ”infinity” (recall the geometric interpretation for
the group operations of addition between points; when points are inverse
each other, there is no secant line and the sum is defined to be O).

For the purposes of cryptography, we define elliptic curves over a finite
field of integers, y2 = x3 + ax + b mod p. By choosing a curve that admits
a prime number of distinct points (including O), we ensure that every non-
identity element in the field acts as a generator of the group (see Definition 4,
pg. 9). We further require that the curve is non-singular, which is equivalent
to the condition that 4a3 + 27b2 6= 0. Figure 3.18 shows an example of such
a curve.
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Figure 3.18: The 241 Points Of y2 = x3 − 2x+ 2 mod 250

In practice, curves are taken over the field of some large prime. For
an n-bit prime, there is a security level of about n bits. To illustrate more
reasonable examples, Figure 3.19 displays a short script to randomly generate
the parameters for small curves. The function takes a small (one or two digit)
integer and returns a, b, p, and n = 〈E〉 for a curve E : y2 = x3 + ax + b
mod p. It also provides a list of all ordered pairs in that fall on the curve, as
well as selects a random point to act as the generator of the group.
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Figure 3.19: Script For Curve Parameters

Elliptic curves dominate alternative encryption schemes as they provide a
higher level of security at reduced cost (more efficient). While elliptic curves
can be used to encrypt messages, the example in this section will focus on
it’s use for digital signatures (that is, verifying identities).

In an elliptic curve digital signature algorithm, Alice and Bob agree to
the curve parameters a, b, p, and the generator G. Alice then hashes her
plaintext message to get a digest h, selects a random unit in k ∈ Zp, and
chooses a private key d ∈ Zp.

Before transmitting her encrypted message m, Alice publishes the public
key P = dG, a point on the curve. This is the elliptic curve discrete logarithm
problem: given a point, curve parameters, and a generator of a group, there
is no efficient way to find how many multiples of the generator are needed to
arrive at the point.
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Finally, Alice transmits m along with her signature: r, the x-coordinate
of P , and s = (h + rd)k−1 mod 〈E〉. Figure 3.20 displays a script for this
private and public key generation.

Figure 3.20: ECDSA Public and Private Key Generation

To verify that Alice indeed sent the message m, Bob first decrypts the
message and finds it’s digest. Since he knows the order of the group and the
curve’s parameters, he can calculate u = s−1h mod 〈E〉, v = s−1r mod 〈E〉,
and consequently the point Q = uG+ vP . If the x-coordinate of Q matches
r, Alice’s signature, Bob can be very confident that Alice was the one who
transmitted the message. This verification process and a full example is
shown in Figure 3.21 below.
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Figure 3.21: ECDSA Verification and Example
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4 Appendix

4.1 Converting Between Text and Numbers

The first function converts a character string to a numeric vector by
first creating a vector of all the letters in the alphabet, then matching each
character in the string one-by-one to the correct position in the vector. It
ignores any syntax. The second function inverts this process.

Figure 4.1: Sample Script: Numbers to Letters
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4.2 Basic Number Theory: Factors, GCD, and Primes

The first function returns all the factors of a number by using modularity;
x < n is a divisor of n only when x/n is an integer. The next function returns
the greatest common denominator between two numbers by calculating their
factors and then finding their largest shared factor. The final function returns
all primes < x by looking at the number of factors that each integer up to x
has in succession. If a number has just two factors (1 and itself), it is prime
by definition.

Figure 4.2: Sample Script: Factors, GCD, Primes
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4.3 Properties of Rings: Zero Divisors and Inverses

The first function returns every positive integer less than x that’s coprime
to x. Since every element of Zx is uniquely a unit or a zero divisor (see
Theorem 5, 15), the next function returns every element in Zx that isn’t a
unit. The totient function counts the number of units in Zx. Of note is that
any prime p has totient (p − 1). The final function finds the inverse of an
element x in Zy. By definition, only units have inverses.

Figure 4.3: Sample Script: Units and Zero Divisors
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Figure 4.4: Sample Script: Totients and Inverses

40



4.4 Powers of k ∈ Zn: Orbit, Order, and Primitivity

The first function returns all the unique powers of x in some ring Zn. The
next function finds the smallest power of x that yields the unity by looking
at the position of the unity in the orbit of x. The final function finds all the
generators of the units in a ring by looking at the orbit of each element up
to x and seeing if the orbit is equal to the units in the ring.

Figure 4.5: Sample Script: Orbit of an Element

Figure 4.6: Sample Script: Order of an Element
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Figure 4.7: Sample Script: Primitive Elements
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4.5 Basis Representation

The first function takes a base ten integer and a given base as an input,
and outputs the base ten integer in the given base. The table displays differ-
ent numeric representations of alphabetic characters in common base choices.

Figure 4.8: Sample Script: Basis Representation
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Figure 4.9: Sample Script: Basis Representation Example
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